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Benefits compared to traditional NASA Missions: Drawbacks when compared to traditional NASA Missions:
« Shorter development times » Lack of reliability guidelines and standards
* Lower costs » Lack of sound reliability history
* Opportunities to ride share * Inconsistent mission success and failure rates

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




What Does This Mean for EEE Parts?2 M2

Size May Be Reliability
Weight

Power — > <

Cost
Lead Time

Takeaway: Alternate but Intelligen E parts approaches are required
for most SmallSat Missions

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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Traditional Approach to EEE,,,I?,ar‘t%L_

NASA Risk Classification A-D, .
NPR 8705.4 PrOS .

—EEE parts are gqualified
over broad end use
NASA-STD- . .
8739.10 applications

—Established quality
Mission control system

Parts Control Assurance

Plan (PCP)  Requirements —Traceability

—High success rate in
Military Radiation ﬂ'ght app"CatiOnS

EEE-INST, etc Specifications Evaluation/Testing

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




Limitations' of Traditional Approach for
SmallSat Missions, Ny 2.

*Cons with traditional NASA approach when considering
SmallSats:
—Cost prohibitive
—Schedule prohibitive
—Performance lags commercial options

—Nebulous correlation with project risk posture

Takeaway:

—SmallSat schedule, budget, size, mass, and other resource constraints dictate that
the traditional NASA EEE parts paradigm is inappropriate (and in many cases
IMPOSSIBLE) for SmallSats

—An alternative EEE parts selection approach based on risk trades at the system
and component level should be explored

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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SmallSat Guidance Needed:oc,

*Parts Selection
—Commercial? Automotive? Industrial Grade? Anything goes?

*Screening

—Screening? Qualification? Destructive Physical Analysis? Board Level
Testing?

*Radiation Susceptibility

—Is data available? Is Testing required? Heavy lon? Total lonizing Dose?

‘Risk Assessment

—How to rack all this information up and assess what is “Acceptable
Risk”?

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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NEEP - Small Mission Efforts

bt f kY

SEE
Reliability
Analysis CubesSat
COTS and Mission
Non-Mil Data Success
Analysis

Best CubeSat

Practices and
Guidelines Databases

Model-Based .
Mission Reliable

Assurance Working

(MBMA) Sma” Groups
« W NASA R&M Missions

Program

* NASA Reliability & Maintainability

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




Level 1 or 2
suggested.
COTS upscreening/
testing
recommended.
Fault tolerant
designs for COTS.

Medium

>
=
[
O
k=
O

COTS upscreening/
testing
recommended.

Level 1 or 2, rad hard
suggested.
S for

COTS upscreening/

testing recommended.

Fault-tolerance
recommended

COTS upscreening/

testing recommended.

Fault-tolerance

Level 1 or 2, rad
hard
recommended.
Full upscreening
for COTS.
Fault tolerant
designs for COTS.

Level 1 or 2, rad
hard suggested.

reening

Rad hard
suggested.
COTS upscreening/
testing
recommended.
Fault tolerance
recommended

High

Environment/Lifetime
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Defining Criticality

Minimal Fault
Tolerance, Single
String Systems

Fault Tolerance Case 1) Used for telemetry, multiple

built in, but | sensors installed.
requires Medium

interrupting
operations Case 2) Used to monitor temp of an

Inherent Fault lifi f . ]
Tolerance, Faults amplifier, Tor galn error correction.

can occur without | Negligible |Low-Medium | Low-Medium
Impacting
operations

Medium- Example: Temperature Sensor
High

b
&)
C
©
S
)
o
—
=
)
@©
LL

Case 3) Used to monitor solar panel
Telemetry Primary Mission temperatures and provide feedback

Data or Science Critical, | loop for active cooling system and

Secondary Data, Impact to SC orientation
Science Mission Spacecraft '

Products Reqs Health
Application

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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Defining Environment/Lifetime,

+—
C
(D)
S
C
@)
P -
>
c
LL

High Radiation
+/- 40C thermal
profile
80C ambient
temps

Medium- Medium-
High High

Med Radiation
+/- 20C thermal
profile
60C ambient
temps

Low Radiation
+/- 5C thermal
profile
30C ambient
temps

Low-

Medium heclsin

Low-
Medium

Less than 1

year 1-3 year

Greater
than 3
years

Lifetime

‘Numbers/quantities are
suggestions, may vary
based on mission profiles.

Purpose is to show some
factors to consider in
assessing mission specific
environment/lifetime
stresses.

*Within a given mission
different boxes/parts could
have different thermal
profiles.

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




Putting It All Together | 2o, % |t
Parts Selection and Testing Guidelines Based on Critlcallty and Environment

Spacecraft Bus, COTS Parts Acceptable,
Critical Applications, Part Level DPA,
Minimal Fault Tolerance Enhanced Board Level
Available Testing

MIL Parts Preferred
Part Level DPA,
Part Level Screening

Suenqe/Mlssmn COTS Parts Acceptable, COTS Parts Acceptable,
Requirements, Enhanced Board Level Part Level DPA,
Fault Tolerance with : Enhanced Board Level
. Testing :
Minimal Impact Testing

MIL Parts Preferred
Part Level DPA,
Part Level Screening

Criticality

Telemetry Applications, COTS Parts Acceptable, | COTS Parts Acceptable,
Inherently Fault Tolerant Enhanced Board Level Enhanced Board Level
Systems Testing Testing

Low Stress, Short Moderate Stress, High Stress,
Duration Moderate Duration Long Duration

Environment/Lifetime

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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MISSIOh Specific Risk Trades

* Risk identified during the
parts selection process
should flow up to the mission
level
NASA GSFC follows an
approach where risks are
classified by likelihood and
consequence to the mission

= Governed by GPR 8705.4

Very High
Pse>107
> 75%

High
-715%

(106-<10%) [105-<103) (103-<10?) [102-<107Y)

25% °50% | 50%

LIKELIHOOD
Moderate

Low

10%- 25%

Very Low
2% < 10%

1 2 3 4 5

May cause minor injur May cause severe iniur May cause death or
Negligible orno | Could cause minor Y jury y oy | anent iy or

. .
Safety (S) . . . or occupational illness, or occupational illness .
Following this process allows
property
Minor impact to . Lo
P Moderate impactto | Significantimpactto | KPP cannot be

fo r u n IVe rS aI I an g u ag e WI t h Technical (T) ’:3 ttz::;ﬁgd/ t:i:ti/nr;::ctr? KPP/some new | KPP/mod newtech | met/major new

required tech required required tech required

= 1% but <2% 22% but < 5% 25% but <8%

reS peCt tO E E E parts Cost () s %increase ) inucreas_e ) ) ir:crea;e ) ) ironcreas_e ' > 8% increase

Schedule Noslp Non-critical slip 1-2 | Non-critical slip 2-3 | Non-critical slip 3-4 | Slip on critical

e Risk in terms of likelihood = SmTmLEEE
and consequence

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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Bonus: Commodity Based Tips ~

*Watch out for common mode failure mechanisms- redundancy
doesn’t help if all parts are susceptible to the same failure
mechanism!

*For Example

—Don’t abuse COTS capacitor offering- choose conservative
values. Hand Soldering can damage ceramic chip caps.

—Be aware of risky materials- tin whiskers like COTS
connectors.

—Relays, Switches, Connectors (electro-mechanical parts) are
problematic- Testing parts here offers good return on
Investment.

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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But What About Radiation Effects? v S|

Electrical Systems

Engineering Engineering Space Physics

Materials Device Physics

e Material Property  Charge transport » Part to part Requirements e Space weather
degradations - Device Process interconnections System Level « Environment
with radiation Dependencies  Understanding Impacts models/modeling

* Energy loss in « Charge circuit response Understanding « Radiation
materials dependency of » Device functions Interconnections Sources and

device operation and taxonomy Understanding variability
functionality

U 000  — — —  —  ————————————————————————————————————————————————————II
To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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Mission ;
- . valu Requirements efine and Evaluate the
Hardness Assurance is the o e ‘ T

practice of designing for (RIS P
radiation effects

*What it takes to overcome
the radiation challenges

* Galactic CosmicRay Spectra
within the spacecraft
-Competing failure modes
t Hardness Non-Critical

] Radiation Design Margin
. sTypical

* Not Acceptable A Hardness Critical
Bathtub
Lot Acceptance Test on
Flight Lot

Parts Radlatlon Sensmwty

u
L]
L
L]
L]
L]
=
L]
| ]

L]
- SEE I
-

l"’;'."l"il'.II."'I'""II".I'I' l'."""'l"

*

o >

Spacecraft
Radiation Design
Validated

Prob. Of Failure

System or Subsystem Level
Countermeasure
Part Rejection

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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RHA Challenges...
NotgSogSmall

*New Technologies

- Increased COTS parts / subsystem usage
- Device Topology / Speed / Power

* Quantifying Risk
- Translation of system requirements

- Determining appropriate mitigation level (operational,
system, circuit/software, device, material, etc.)

« Wide Range of Mission Profiles

* Always in a dynamic environment

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




Accepted Risk

* Define the Environment

Dose-Depth Curves
1.00E+04

—External to the spacecraft L 1]

1.00E+03 = =Total

——Trapped Electrons

~—Bremsstrahlung

1.00E+02 % ——Trapped Protons

* Evaluate the Environment

—c—Solar Protons

1.00E+01 §—

—Internal to the spacecraft

1.00E+00 \\

1.00E-01

Total Mission Dose (krad-Si)

* Define the Requirements

1.00E-02

—Define criticality factors

1.00E-03
o

10
Shield Thi

» Evaluate Design/Components

—EXlStlng data/TeStlng Worst Case Emerging Proton Fluxes

1.00E+06

—Performance characteristics ' I

1.00E+05

* “Engineer” with Designers

1.00E+04 \‘

A\

—Parts replacement/Mitigation schemes

1.00E+03

Peak Flux > E {plcm?/sec)

* lterate Process

1.00E+02

—Review parts list based on updated knowledge o4 10
Energy (MeV)

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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| | (DIQ
Define and Evaluate the Hazard - % —

. e
- Same process for big or small missions, Calculate the Dose

no short cuts Transport flux and fluence of
- Know the contributions particles
e T icl + - : : i1t
rapped particles (p+, e-) Consider different conditions or

- Solar protons, cycle, events L
P y phases of the mission separately

- Galactic Cosmic Rays

Free-Field - Internal
Environment Shielding Environment
Definition Definition

System — Sub-system — Parts

Known Hazard

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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Derive Smart Requirementscicy 70y, M-

LI LIS
- Requirements by Technology - Take into account the

o By function or expected response aPP“C@t'O"‘ a'.“d -
(power, digital, analog, memory) criticality/availability needs

o By semiconductor or fab (GaN, GaAs, - Don’t overburden
SiGe, Si, 3D stacks, hybrids) subsystems

- Take Iinto account the environment

Reliability - Operational - Performance
Requirements Requirements Requirements

System — Sub-system — Parts

Quantifiable Risk

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




Englneerlng Trades:/ Parts
Evaluation

-

Weigh the hazard and risk - When testing sparingly

—Mission parameter changes impact the o The “we can't test everything” notion
radiation hazard

_Look at each part’s response, compare o Test where it solves problems and reduces
with part criticality ’ system risk (risk buy down)

—Utilize applicable data and the physics of o Requirements and risk impacts to the

failure system should determine the order of
—Determine if error will manifest at a operations when limited

higher level _
: f desi g o Only when failure modes are understood
Be conscious of design trades can we take liberties to predict and

—Size, Welght, and Power (SWaP) trades extrapolate results
need to be carefully considered

—Parts replacement/mitigation is not
necessarily the best

—Single strain vs. allowable losses

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




Radiation Hazard: TID and"SEE

Mo

Environment

|

-

LEO Equatorial (ISS)

LEO Polar (Sun Sync)

Moderate Dose /
Attenuated GCR, Trapped
Proton, Some Solar Proton
dependence for variation

High Dos

Higher GCR, Hic
Trapped Protons
Poles, Some So
dependence for

Manageable Dose /
Attenuated GCR, Trapped
Proton, Some Solar Proton

1- 3Years| >3 Years

)
S
=
]
=
-
c
o
7]
0
=

<1 Year

Moderate Dose
Higher GCR, High Energy
Trapped Protons in SAA and
Poles, Some Solar Proton

endence for variation

GEO / Interplanetary

High Dose /
High GCR, High Solar Proton
Variability

Solar Proton Variability

se / Higher GCR,
Trapped Protons
oles, Some Solar
pendence for
riation

Moderate Dose /
High GCR, High Solar Proton
Variability

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




|

SmallSat Radiation Guidelines

P
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o
c
(4]
)
o
L O
E o
0
3=
.8@
n <
= >
= 0
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<
=
=
=3

Environment

LEO Equatorial (ISS)

LEO Polar (Sun Sync)

Data on all SEE for critical
parts, and have data on dose
failure distribution on similar

parts

consequences of &
for critical parts),
failure distribut

1- 3Years| > 3 Years

<1 Year

Have Data on DSEE for critical
parts

Consider missio
consequences of all SEE (Da
for critical parts), have data
Dose failure distribution on
similar parts

GEO / Interplanetary

Have Data on all SEE,
Have Data Dose failure
distribution on lot

C J a ave Udla U

Dose failure distribution on
similar parts

er mission

es of all SEE, and
aon dose failure
on similar parts

Consider mission
consequences of all SEE, and
have data on dose failure
distribution on similar parts

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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From Risk Assessment GPR 7120.4

Likelihood Safety Technical Cost Schedule

Estimated likelihood of Estimated likelihood of Estimated likelihood

not meeting performance of not meeting cost or

Safety event occurrence i
requirements schedule commitment

5 Very High (Pr > 50%) (Pes > 75%)

4 High (25% < Pr < 50%) [50% < Pcs< 75%)

3 Moderate (15% < Pr =25%) [25% < Pcs=< 50%)

2 Low < = - (zq'ﬂ < P‘[ < 159 u] 10% < PCS < 25{[\'0)
. 2 3 4
1 Very Low < Pses (0.1% <Py =2%) | (2% <Pcs=10%) CONSEQUENCES

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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Model Based Systems Engineering,

e

Environment & Design Goal Structured Notation Systems Modeling Language
 Environment Model and Test « Concept of operations » Description of System
Data are brought together to get  Requirements (Availability) are Connections / Dependencies
rates of upset / failure distributions fed down correctly to subsystem * Receives GSN readily
Resources and Utilization are Assumptions are tracked
the scaling factors and criticality

Worst Case Proton Fluxes Evetak .
xpectations derived
1.0E+06 from

&
Contoxt

h
1.0E+05

R o T T TR 1%
1.0E+03 %

=O—Solar Event (Conf. Level 90%) mission objectives

w ton
: 7
inclieding design
1.0E+02 | e
=tr=Solar Event (Conf. Level 50%) ¢ IMNm:iIen and
1.0E+01 ‘ Sirategy
Prevent faults and
LR Tailures, prov ide e
il wlorelalter
nesded o
ntain =

Ifecycle to satisty

Peak Flux > E (p/cm?/sec)

0B+ |
1.0E+00 04 .User Fl.ip-ﬂnps - Pl.DlDll Data & Fits

1E-14 4

o li = System Response

5 @
LE16 Rol - Goal2 Ref - Goal
Sy o i, Syt i tokrant to
i Tunctional for intended fauks, failures and cthae

1E17 # filters=0F etima, anvircnment, angmalous Internal and
operaling conditions and external events

Cross Section {cm? per FF)

usage

| " Trade Benefits

40 80
Proton Energy { MeV )

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




Acronyms

COTS
DD
GEO
GSFC
LEO
LET
MBU
MCU
NEPP

Commercial Off The Shelf
Displacement Damage

Geostationary Earth Orbit

Goddard Space Flight Center

Low Earth Orbit

Linear Energy Transfer

Multi-Bit Upset

Multi-Cell Upset

NASA Electronic Parts and Packaging

|

Radiation Design Margin
Radiation Hardness Assurance
Single Event Burnout

Single Event Dielectric Rupture
Single Event Effects

Single Event Functional Interrupt
Single Event Gate Rupture
Single Event Latchup

Safe Operating Area

Total lonizing Dose

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




Thank You

*michael.|.campola@nasa.gov
'miguel.a.moe@nasa.gov
echristopher.m.green-1@nasa.gov

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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*BACKUP Charts

U 00000 — —— —  ———————————————————————————————————————————————————III
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Define~and [Evaluate thesHazard -

—External to the spacecraft Low Medium

e Evaluate the Environment

—Internal to the spacecratft Manageable |, o . Sl Bese

Dose / ] :
SEE impact to SEE_ "M SEE. |mp_a_ct to
survivabi survivability or

survn{abl!lf[y of availab availability
availability

—Define criticality factors

» Evaluate Design/Components

—Existing data/Testing

Manageable
Dose /
SEE needs

Moderate Dose :
SEE needs SEE needs
mitigation mitigation

—Performance characteristics

* “Engineer” with Designers

—Parts replacement/Mitigation schemes

* |terate Process

—Review parts list based on updated knowledge

valuate RHA System Needs

te Dose / High Dose/
L no harm | SEE do no harm

To be pFreesente%:tP]/ !\/“ J. Campola, &/I Moe, and C. Green at.the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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—External to the spacecraft
 Evatuate the EnVITonment

—Internal to the spacecraft

» Define the Requirements

—Define criticality factors

» Evaluate Design/Components

—Existing data/Testing

—Performance characteristics

2 “EnN
—

ailnaar
llglll\(\ll

—Parts replacement/Mitigation schemes

* |terate Process

—Review parts list based on updated knowledge

Criticality

l
Derive - Smart Requirementscic:

"’- ‘\l

Low

Medium

Dose-Depth /
GCR and
Proton Spectra
for typical
conditions

Dose-D
evaluati
shieldi
GCR and
Spectra
conditi

Dose-Depth /
GCR and proton
spectra for

Dose-Depth
GCR and
Proton Spectra
For background

Ray-Trace for
subsystem /
GCR and proton
Spectra for all
conditions

shielding / All
spectra
conditions

-Depth /
spectra

Dose-Depth /
GCR and
Proton Spectra
For background

To be pFreesente%ﬂ)]/ !\/“ J. Campola, &/I Moe, and C. Green at.the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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Engmeermg Trades / Parts Ev
Ry ™

OO ,,,C,)C,‘}(ﬁ(

-

—External to the spacecraft

e Evaluate the Environment

—Internal to the spacecraft

» Define the Requirements
—Define criticality factors
— Evaluate Design/Compgonents—
—Existing data/Testing
—Performance characteristics

* “Engineer” with Designers

—Parts replacement/Mitigation schemes

e |terate Process

—Review parts list based on updated knowledge

Part Criticality

Low

Medium

Mitigate
parameter drift /
design to have
upsets or resets
occur

Add Shiel
Mitigatic
have ups
reset
occurr

Accept change
in precision
parameters /

Accept chang
in precision
parameters /

mitigate upsets

allow for reset

High

Add Shielding /
Mitigation if
known
response
Change parts or
TEST

have upsets or
resets
occurring

t change
ecision

meters /
upsets

Mitigate
parameter drift /
design to have
upsets or resets
occur

To be presented tP]/ !\/“ J. Campola,&/l Moe, and C. Gc?en at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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Iterate the Process!

—External to the spacecraft

e Evaluate the Environment

—Internal to the spacecraft

» Define the Requirements

—Define criticality factors

» Evaluate Design/Components

—Existing data/Testing

—Performance characteristics

* “Engineer” with Designers

—Parts replacement/Mitigation schemes

* |terate Process

—Review parts list based on updated knowledge

To be presente%ﬂ){ !\/“ J. Campola, &/I Moe, and C. Green at.the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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Early

Degradation Degradation

Mission Loss . Mission Loss
Destructive or

Critical SEE

Early
Degradation

Degradation

Destructive or
Criical SEE
Mitigated

SEE

Non-Critical Non-Critical
Manageable SEE Manageable SEE

Mitigated
SEE

Benign Harsh

Benign

Environmental Hazard

Redundancy alone does not remove the threat
Adds complexity to the design
Diverse redundancy

Environmental Hazard

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
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Risk Hierarchy and Classification ©

FracInSAA = 0541

* Predicted radiation response
« Downstream/peripheral circuits consider: : ' s

*Subsystem
* Criticality
« Complexity
* Interfaces

*System

e Power and mission life
 Availability

» Data retention

« Communication

— Attitude determination

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018




In-Rlight Evaluation

* Feeds back into our efforts

COTS and
Non-Mil Data

Best
Practices and
Guidelines

Model-Based
Mission
Assurance
(MBMA)

* W NASA R&M
Program

SEE
Reliability
Analysis

Reliable
Small
Missions

CubeSat
Mission
Success
IEWAITS

CubeSat
Databases

Working
Groups

To be presented by M. J. Campola, M. Moe, and C. Green at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018 ..
mall Mission RHA




l

10°

Requirements by Technology

E I I I

E AD9257 SEFI cross section

[ Irradiated with 10 MeV/amu heavy ions in vacuum
V=50mvDC

— Confidence intervals for rate estimations
*SEL, SEB
— Environment driven, risk avoidance
— Protection circuitry / diode deratings
* SEGR, SEDR
— Effect driven, normally incident is worst case
— Testing to establish Safe Operating Area (SOA)
* MBU, MCU, SEFI, Locked States
— Only invoked on devices that can exhibit the effect
—Watchdogs / reset capability
* Proton SEE susceptible parts need evaluated in detail:

N
o
IS

-
=
(4]

Cross Section (cm?)

Waibull
assume

110 2I0 3I0 4|0 5IC
LET (MeV.-cm’

0.9
=038 J
07 9 ~0~GEO, 1Yr
0.6 =0=GEQ, 10 Yrs
0.5
0.4
0.3

https://nepp.nasa.qov/files/25401/Proton RHAGuide NASAAuqf Ef
09.pdf

lure Probability

200 300 400
Aluminum Shield Thickness (mils)

To be presented tP]/ !\/‘ J. Campola, &/I Moe, and C. Ggen at the NASA Electrical Parts and Packaging (NEPP) Electronics Technology Workshop (ETW) June 2018
RHA: Chall

enges and New Considerations



https://nepp.nasa.gov/files/25401/Proton_RHAGuide_NASAAug09.pdf

Mo

A

(charging)

A A A & AR

Trapped
Protons

- 1llllll

Trapped
Electrons

/

.

Cosmic Rays

Presence

|

Summary of Environmental Hazards
DN

Long Lifetime

(>10 years)

Nuclear
Exposure
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Other
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https://radhome.gsfc.nasa.gov/radhome/papers/SSPVSEQ5 LaBel.pdf
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RHA Definition and Overview

RHA consists of all activities
undertaken to ensure that the

electronics and materials of a space
system perform to their design Environment Design
specifications throughout exposure Definition Project Evaluation In-Flight

to the mission space environment : Requirements ? Evaluation
and <

External Environment Specifications

Parts List Screening

Radiation Technology
Environmentin Characterizations, Performance
the presence of T é:l;slittr:lr‘a"tlﬁ: ':‘t Anomaly

the spacecraft Technology Hardness and Pe rforma;lce Resolution

Component Design Margins Predictions tnssner:
Mechanical B Tove) Mitigation L
Modeling - L Approaches
3D ray trace, and Design
Monte Carlo, Reliability

NOVICE, etc. Iteration over project development cycle

(After LaBel)

Cradle to Gravel!

(After Poivey)
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Risk Acceptance

S’

*Mission Profiles Are Expanding

 Profiles were based on mission life, objective, and cost
« Oversight gives way to insight for lower class
« Ground systems, do no harm, hosted payloads

« Similarity and heritage data requirement widening

* In some cases unbounded radiation risks are likely

Part Classifications Growing ' ‘R

:

R

 Mil/Aero vs. Industrial vs. Medical l S -
S i¥e

* Automotive vs. Commercial

As a Result, Risk Types Have Increased and RHA is Necessary!
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e RHA for Small missions

*Challenges identified in the past are here to stay
* Highlighted with increasing COTS usage
« Small missions benefit from detailed hazard definition and evaluation
* RHA flow doesn’t change, risk acceptance needs to be tailored
* We need data with statistical methods in mind

*Varied mission environment and complexity is growing for small spacecraft

* Don’'t necessarily benefit from the same risk reduction efforts or cost reduction attempts
* Requirements need to not overburden

* Flow from the system down to the parts level

» Aid system level radiation tolerance
* Risks versus rewards can have big impact on mission enabling technologies

Sponsor: NASA Electronic Parts and Packaging (NEPP) Program
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